(IJAHA) Volume-8

The Intersection of Public Health and Cyber Security:
Lessons from the COVID-19 Pandemic

Kassym-Jomart Carlos Alberto Hernandez

Universidad Auténoma de Nayarit

Ciudad de la Cultura Amado Nervo, Boulevard Enrique Diaz de Ledn S/N, Cd. de la Cultura,
63190 Tepic, Nay., Mexico

Abstract

The COVID-19 pandemic has brought to the forefront the critical intersection of public
health and cybersecurity. As health systems worldwide grappled with unprecedented
challenges, the pandemic simultaneously exposed the vulnerabilities of health
information systems to cyber threats. This research provides an in-depth exploration of
the lessons learned from the COVID-19 pandemic regarding the intersection of public
health and cybersecurity. The paper begins by providing an overview of the roles of
public health and cybersecurity, highlighting their interconnectedness. It then delves
into the pre-pandemic role of cybersecurity in public health, emphasizing the
importance of data protection in health systems. The paper further explores the impact
of the COVID-19 pandemic on both public health and cybersecurity, illustrating the
surge in cyber threats during this period and the corresponding effects on public health
data and systems. Drawing from various case studies, the paper elucidates the lessons
learned from the pandemic in terms of public health data protection and cybersecurity
response. It underscores the gaps and challenges exposed by the pandemic and how they
were addressed, providing a comprehensive analysis of the cybersecurity landscape
during this global health crisis. The paper provides recommendations for strengthening
cybersecurity measures in public health, emphasizing the need for robust data protection
strategies, increased cybersecurity awareness, and the integration of cybersecurity in
public health policies and practices. Through this research, the paper underscores the
urgent need for robust cybersecurity measures in public health. It highlights the
importance of safeguarding sensitive health data and ensuring the resilience of health
systems in the face of future pandemics. The findings of this research contribute to the
ongoing discourse on the intersection of public health and cybersecurity, providing
valuable insights for policymakers, health professionals, and cybersecurity experts.
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Introduction

The 21st century has been characterized by the rapid digitalization of various sectors,
including public health [1]-[3]. The integration of technology into public health has
revolutionized healthcare delivery, disease surveillance, and health research, leading to
improved health outcomes and efficiency. However, this digital transformation has also
introduced a new set of challenges, particularly in the realm of cybersecurity. The
protection of sensitive health data has become a paramount concern in the digital age,
given the potential consequences of data breaches [4], [5]. These consequences range
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from identity theft and financial fraud to threats to public health and safety. The
COVID-19 pandemic, which swept across the globe in 2020, has further underscored
the critical intersection of public health and cybersecurity, revealing vulnerabilities in
health information systems and the dire consequences of their exploitation.

The disease primarily affects the respiratory system, but its influence extends to
multiple organ systems, including the cardiovascular system. Symptoms associated
with the virus range from mild to severe, with severe cases often resulting in pneumonia,
Acute Respiratory Distress Syndrome (ARDS), and other life-threatening
complications. There are also potential long-term consequences for some patients,
which are collectively referred to as Long-COVID or Post-Acute Sequelae of SARS-
CoV-2 infection (PASC). POTS is a condition characterized by an abnormal increase
in heart rate that occurs upon standing up and can cause symptoms such as
lightheadedness, fainting, and rapid heartbeat. In the context of COVID-19, it has been
proposed that the virus may trigger POTS in some individuals through mechanisms
such as direct viral damage or post-viral autoimmunity [6]. It is also been observed that
COVID-19 can have diverse effects on the cardiovascular system [7], [8]. In some
cases, the virus may lead to direct myocardial injury, acute myocarditis, and myocardial
infarction due to a pro-thrombotic state. Moreover, there's evidence suggesting that pre-
existing cardiovascular disease is associated with worse outcomes in patients with
COVID-19 [9]. More research is necessary to further elucidate these associations and
potential underlying mechanisms.

Declared a Public Health Emergency of International Concern by the World Health
Organization in January 2020, the COVID-19 pandemic has had far-reaching impacts
on global health systems [10]. The pandemic has strained healthcare resources,
disrupted routine health services, and posed significant challenges to disease
surveillance and control. As countries grappled with the health crisis, the pandemic also
exposed the wvulnerabilities of health information systems to cyber threats.
Cybercriminals exploited the crisis, launching a wave of cyberattacks targeting
healthcare institutions, research organizations, and public health agencies [11], [12].
These attacks not only threatened the integrity of health data but also disrupted
healthcare services, thereby exacerbating the public health crisis.

This research paper aims to delve into the lessons learned from the COVID-19
pandemic regarding the intersection of public health and cybersecurity. It seeks to
understand the role of cybersecurity in public health before the pandemic, the impact of
COVID-19 on both domains, and the lessons learned from this global health crisis. The
paper further discusses future implications and provides recommendations for
strengthening cybersecurity in public health. The findings of this research are expected
to contribute to the ongoing discourse on the intersection of public health and
cybersecurity, providing valuable insights for policymakers, health professionals, and
cybersecurity experts [13], [14].

The paper begins by providing an overview of the roles of public health and
cybersecurity, highlighting their interconnectedness. It then explores the pre-pandemic
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role of cybersecurity in public health, emphasizing the importance of data protection in
health systems. The paper further discusses the impact of the COVID-19 pandemic on
both public health and cybersecurity, illustrating the surge in cyber threats during this
period and the corresponding effects on public health data and systems. Drawing from
various case studies, the paper elucidates the lessons learned from the pandemic in terms
of public health data protection and cybersecurity response. It concludes by discussing
the future implications of these lessons for public health and cybersecurity and provides
recommendations for strengthening cybersecurity measures in public health. Through
this research, the paper underscores the urgent need for robust cybersecurity measures
in public health. It highlights the importance of safeguarding sensitive health data and
ensuring the resilience of health systems in the face of future pandemics. The findings
of this research contribute to the ongoing discourse on the intersection of public health
and cybersecurity, providing valuable insights for policymakers, health professionals,
and cybersecurity experts.

Data in Public Health

Data plays a pivotal role in public health. It is the cornerstone of public health research,
policy-making, and practice. Public health data, which includes information about
disease prevalence, health behaviors, environmental exposures, and social determinants
of health, is essential for identifying health trends, monitoring disease outbreaks, and
evaluating the effectiveness of health interventions. It informs the development of
public health policies and programs, guiding resource allocation and decision-making.
Furthermore, data is crucial for health communication, providing the evidence needed
to raise awareness about health issues and advocate for health-promoting policies [15].

The importance of data in public health underscores the need for robust cybersecurity
measures. Cybersecurity, which involves protecting information systems from theft or
damage, plays a critical role in safeguarding health data [16]. As health systems
increasingly rely on digital technologies, the volume of health data has grown
exponentially, making it a prime target for cybercriminals. Cybersecurity measures,
including data encryption, secure user authentication, and intrusion detection systems,
are necessary to protect the confidentiality, integrity, and availability of health data [17].
These measures not only prevent unauthorized access to health data but also ensure that
health information systems remain functional and reliable, thereby supporting the
continuity of health services [18].

Even before the COVID-19 pandemic, there were several instances where cybersecurity
incidents had a significant impact on public health. For example, in 2017, the WannaCry
ransomware attack affected numerous organizations worldwide, including the National
Health Service (NHS) in the UK. The attack led to the cancellation of around 19,000
appointments, costing the NHS an estimated £92 million. Another example is the 2015
attack on the health insurance company Anthem, where hackers stole the personal
information of nearly 78.8 million individuals, including their names, birthdays,
medical IDs, social security numbers, street addresses, email addresses, and
employment information. These incidents underscore the potential consequences of
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cybersecurity breaches on public health, highlighting the need for robust cybersecurity
measures in health systems.

The COVID-19 pandemic has had a profound impact on both public health and
cybersecurity. On the public health front, the pandemic has strained health systems,
disrupted routine health services, and posed significant challenges to disease
surveillance and control. On the cybersecurity front, the pandemic has led to a surge in
cyber threats. As health systems rapidly digitalized their operations in response to the
pandemic, cybercriminals exploited the crisis to launch a wave of cyberattacks targeting
healthcare institutions, research organizations, and public health agencies [19], [20].
These attacks have threatened the integrity of health data and disrupted healthcare
services, exacerbating the public health crisis. The pandemic has underscored the
critical intersection of public health and cybersecurity, highlighting the urgent need for
robust cybersecurity measures in health systems [21].

Challenges COVID-19 and global public health

The COVID-19 pandemic has had a profound impact on public health globally. It has
not only caused a significant number of illnesses and deaths but has also strained health
systems, disrupted routine health services, and exacerbated existing health disparities.
The pandemic has affected every aspect of public health, from disease surveillance and
control to health communication and policy-making.

The pandemic has strained health systems worldwide. Hospitals and healthcare
facilities have been overwhelmed with COVID-19 patients, leading to shortages of
beds, ventilators, and other critical resources. Healthcare workers have faced immense
pressure, working long hours in high-risk environments. The pandemic has also
disrupted routine health services, including immunization, maternal and child health
services, and non-communicable disease management. These disruptions have had
significant health consequences, leading to increases in mortality and morbidity from
conditions other than COVID-109.

The pandemic has also exacerbated existing health disparities. Vulnerable populations,
including the elderly, people with underlying health conditions, racial and ethnic
minorities, and low-income individuals, have been disproportionately affected by the
pandemic. These populations have higher rates of COVID-19 infection and mortality
and have faced greater barriers to accessing healthcare services during the pandemic.

The COVID-19 pandemic has also led to a surge in cyber threats. As health systems
rapidly digitalized their operations in response to the pandemic, cybercriminals
exploited the crisis to launch a wave of cyberattacks. These attacks have targeted
healthcare institutions, research organizations, and public health agencies, threatening
the integrity of health data and disrupting healthcare services.

Cyber threats during the pandemic have taken various forms, including phishing
attacks, ransomware attacks, and data breaches [22]. Phishing attacks have exploited
the fear and uncertainty surrounding the pandemic to trick individuals into revealing
sensitive information or downloading malicious software. Ransomware attacks have
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targeted healthcare institutions, encrypting their data and demanding ransom for its
release [23]. Data breaches have involved the unauthorized access to or disclosure of
sensitive health data.

Several cybersecurity incidents during the COVID-19 pandemic highlight the scale and
severity of these threats. For instance, in March 2020, the University Hospital Brno in
the Czech Republic, a major COVID-19 testing hub, had to shut down its entire IT
network due to a ransomware attack. This incident disrupted the hospital's operations,
delaying surgical procedures and compromising the hospital's ability to provide critical
care. In another instance, the U.S. Health and Human Services Department suffered a
cyberattack in March 2020 aimed at slowing the agency's response to the COVID-19
pandemic. Although the attack did not result in a significant data breach, it underscored
the vulnerability of health institutions to cyber threats during the pandemic [24].

The COVID-19 pandemic has provided several important lessons regarding the
intersection of public health and cybersecurity. First, it has underscored the critical
importance of cybersecurity in health system [25], [26]s. The surge in cyber threats
during the pandemic has highlighted the need for robust cybersecurity measures to
protect sensitive health data and ensure the continuity of health services [27]. Second,
the pandemic has highlighted the need for greater cybersecurity awareness among
healthcare professionals. Many cyber threats exploit human vulnerabilities, such as the
tendency to click on suspicious links or download malicious software. Therefore,
training healthcare professionals in cybersecurity best practices is crucial to preventing
cyber threats. Third, the pandemic has underscored the need for collaboration in
addressing cyber threats [28]. This includes collaboration between different sectors,
such as healthcare and 1T, and between different entities, such as public health agencies,
healthcare institutions, and cybersecurity firms. Such collaboration can facilitate the
sharing of threat intelligence, the development of cybersecurity standards and
guidelines, and the coordination of response efforts to cyber threats.

Response to Cybersecurity Threats During the Pandemic

The response to cybersecurity threats during the COVID-19 pandemic has been
multifaceted, involving various stakeholders, including governments, healthcare
institutions, cybersecurity firms, and international organizations. Governments have
played a crucial role in coordinating the response to cyber threats, issuing warnings
about potential threats, and providing guidance to healthcare institutions on how to
protect their information systems. Cybersecurity firms have worked closely with
healthcare institutions to detect and respond to cyber threats, offering their services pro
bono in some cases. International organizations, such as the World Health Organization
and Interpol, have also played a key role in facilitating international cooperation in
response to cyber threats.

Despite these efforts, the response to cybersecurity threats during the pandemic has
faced several challenges. These include the rapid digitalization of health services, which
has expanded the attack surface for cybercriminals; the lack of cybersecurity awareness
among healthcare professionals, which has made health systems more vulnerable to

»
|5 NORISLAB

International Journal of Applied Health Care Analytics



(IJAHA) Volume-8

threats; and the limited resources available for cybersecurity in many healthcare
institutions, particularly in low- and middle-income countries. The COVID-19
pandemic has provided several important lessons in terms of public health data
protection. First, it has underscored the critical importance of data protection in health
systems. The surge in cyber threats during the pandemic has highlighted the need for
robust data protection measures to safeguard sensitive health data.

Second, the pandemic has highlighted the need for data protection to be integrated into
all aspects of health systems, from clinical care to research. This includes implementing
technical measures, such as data encryption and secure user authentication, as well as
administrative measures, such as data protection policies and training programs [29].
Third, the pandemic has underscored the need for a risk-based approach to data
protection. This involves identifying potential risks to health data, assessing their
likelihood and potential impact, and implementing measures to mitigate these risks [30],
[31].

Based on the lessons learned from the pandemic, several suggestions can be made for
improving cybersecurity in public health. First, there is a need for greater investment in
cybersecurity in health systems. This includes investing in cybersecurity infrastructure,
such as firewalls and intrusion detection systems, as well as in cybersecurity personnel
and training programs [32]. Second, there is a need for greater collaboration in
addressing cyber threats. This includes collaboration between different sectors, such as
healthcare and IT, and between different entities, such as public health agencies,
healthcare institutions, and cybersecurity firms [33]. Third, there is a need for stronger
regulations and standards for data protection in health systems. This includes
developing and enforcing data protection laws and regulations, as well as adopting
international standards for data protection in healthcare [34].

The COVID-19 pandemic has underscored the critical intersection of public health and
cybersecurity, highlighting the urgent need for robust cybersecurity measures in health
systems. Looking forward, it is crucial that the lessons learned from the pandemic
inform efforts to strengthen cybersecurity in public health. First, there is a need for
greater investment in cybersecurity in health systems. This includes investing in
cybersecurity infrastructure, personnel, and training programs. Governments, donors,
and healthcare institutions should prioritize cybersecurity in their budgets and strategic
plans. Second, there is a need for stronger regulations and standards for data protection
in health systems. Governments should develop and enforce robust data protection laws
and regulations. Healthcare institutions should adopt international standards for data
protection and should be held accountable for breaches of these standards. Third, there
is a need for greater collaboration in addressing cyber threats. This includes fostering
collaboration between different sectors and entities, facilitating the sharing of threat
intelligence, and coordinating response efforts to cyber threats.

Conclusion

The COVID-19 pandemic has underscored the critical intersection of public health and
cybersecurity, highlighting the urgent need for robust cybersecurity measures in health
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systems. As we move into the post-COVID-19 era, cybersecurity will continue to play
a crucial role in public health.

Firstly, the digitalization of health services, which was accelerated by the pandemic, is
likely to continue in the post-COVID-19 era. This includes the use of telemedicine,
electronic health records, and digital health technologies, such as mobile health apps
and wearable devices. As health systems become increasingly digital, the need for
cybersecurity will become even more critical.

Secondly, the threat landscape is likely to evolve in the post-COVID-19 era.
Cybercriminals are becoming increasingly sophisticated, employing advanced
techniques to breach health information systems. Furthermore, the increasing value of
health data, particularly genetic and biometric data, is likely to make health systems a
prime target for cyberattacks.

Thirdly, the integration of cybersecurity into public health policy and practice is likely
to become a key focus in the post-COVID-19 era. This includes the development of
public health policies and guidelines on cybersecurity, the integration of cybersecurity
into public health education and training, and the inclusion of cybersecurity in public
health research. In light of the lessons learned from the COVID-19 pandemic and the
anticipated future trends, it is crucial to strengthen cybersecurity in public health.
Several recommendations can be proposed to achieve this goal. Firstly, there is a
pressing need to invest in cybersecurity infrastructure and personnel [35].
Governments, donors, and healthcare institutions should prioritize this investment. This
involves allocating resources to secure hardware and software, recruiting skilled
cybersecurity professionals, and providing ongoing cybersecurity training for all staff
members. These measures will help to fortify the defenses against cyber threats and
ensure the integrity and security of health data.

Secondly, the development and enforcement of robust data protection regulations are
paramount. Governments should take the lead in establishing and enforcing stringent
data protection laws and regulations. These regulations should aim to protect the
privacy and security of health data, hold healthcare institutions accountable for data
breaches, and provide remedies for individuals whose data has been compromised. This
legal framework will serve as a deterrent to potential cyber threats and provide a sense
of security to individuals whose data is held by healthcare institutions.

Thirdly, fostering collaboration in addressing cyber threats is essential. This involves
encouraging greater cooperation between different sectors and entities, such as the
healthcare and IT sectors. Facilitating the sharing of threat intelligence and coordinating
response efforts to cyber threats are also crucial elements of this collaborative approach.
By working together, these sectors can pool their resources and expertise to combat
cyber threats more effectively.

Fourthly, the integration of cybersecurity into public health policy and practice is
necessary. This involves developing public health policies and guidelines that
incorporate cybersecurity considerations, integrating cybersecurity into public health
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education and training, and including cybersecurity in public health research. By
embedding cybersecurity into the fabric of public health, we can ensure that it is not an
afterthought but a key consideration in all public health initiatives.

Lastly, promoting cybersecurity awareness is crucial. There is a need for greater
cybersecurity awareness among healthcare professionals and the general public. This
involves providing education and training on cybersecurity best practices, raising
awareness about the risks of cyber threats, and promoting responsible behavior online.
By increasing cybersecurity awareness, we can empower individuals to protect
themselves and their data from cyber threats.
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